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second measuremonis were obtained such that a newer measurement is weighted more heavily than an older measurement (col 58, In 
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ic parameter (col 12, In 53-57; col 64, In 63-67), wherein at least some ol the second measurements are obtained at 

11, In 1-8); obtaining a first lest measurement corresponding to the first biometric parameter (col 7, In 1-6; col 64, In 63- 

67); obtaining a secorid test measurement corresponding to the second biometric parameter^(col 7, In ^6; col 64, |n 6^67);^ analyzing a 

inalyzing a combination of the plurality ol second measurements and the second test measurement to obtain a second correlation value 
col 9, In 15-17); and combining a weighted version of the lirst and second test measurements into a composite dalasel, wherein weighting 
>f the' first test measurement is based on the first correlation value and weighting of the secc^^ " " ' ' ~~ " ' 
:orrelation value (col 13, In 15-19); and comparing the composite dataset with a combinatior 
plurality of second measurements to determine a confidence level of user authentication (col 

Regarding claim 14, Rhoads discloses the method of claim 13 as applied above. Rhoads (u 


>t claim 13 as applied atjove. Rhoads further discloses further comprising 
ith the first test measurement and supplementing the plurality of second me£ 
level is above a threshold value (col 7, In 1-6; col 40, In 31-36). 

Hegarding claim 16, Rhoads discloses the method of claim 13 as applied above. Rhoads further discloses further comprising: comparing 
he first correlation value with a predetermined range; and supplementing the plurality of first measurements with thr 
neasurement if the first correlation value is within the predetermined range (col 23, In 34-38; col 35. In 54-60) and il 
ibove a threshold value (col 7, In 1-6; col 40, In 31-36). 

Regarding claim 17, Rhoads discloses the method of claim 13 as applied above. Rhoads further discloses wherein 
;ombination ol the plurality of first measurements and the first test measurement to obtain the first correlation value 
he first measurements and the first test measurement according to the chronological order in which said measurement: 
;uch that a newer measurement is weighted more heavily than an older measurement (col 56, In 1-5), and v^erein^saic 

veighting the second measurements and the second test measurement according to the chronological ordej in whfch sj 

Regarding claim 18, Rhoads discloses the method of claim 13 as applied above. Rhoads further discloses wherein sair 
he plurality of first measurements and the plurality of second measurements is obtained by weighting the plurality of lirst measurements 
iccording to the first correlation value and weighting the plurality of second measurements according to the second correlation value (col 
3, In 15-19), 

Regarding claim 19, Rhoads discloses a method ol authentication, the method comprising; obtaining from a user a first comparison 
lataset comprising a plurality of lirst measurements of a first biometric parameter (col 12, In 53-57; col 64, In 63-67), wherein each first 

c^parfeon dataset comprising a plurality of second measurements ol a second biometric parameter (col 12, In 53-57; col 64, In 63-67). 
wherein each second measurement is associated with a time at which the measurement was obtained (col 1 1 , In 1 -8); obtaining a lirst lesi 
dataset comprising a first test measurement associated with a lirst test time (col 7, In 1 -6; col 1 1 , In 1 -8; col 64, In 63-67); obtaining a 

St dataset comprising a second test measurement associated with a second test time (col 7, In 1 -6; cot 1 1 , In 1 -8; col 64, In 63- 
ining the first and second comparison datasets into a composite dataset (col 8, In 59 to col 9, In 7); and comparing the first and 
St datasets with the composite dataset to provide a confidence level of user authentication (col 23, In 7-12, 34-38). 

Regarding claim 20. Rhoads discloses the method of claim 19 as applied above. Rhoads further discloses lurthrr comprising updating tht 
ison dataset to include the first test dataset and updating the second comparison dataset to include ti.e second test dataset if 
ice level is above a threshold value (col 7. In 1 -6; col 40, In 31 -36). 
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Regarding claim 21, Rhoads discloses the rmelhod of claim 19 as applied above. Rhoads 
second comparison datasets Into a composile datasel comprises: analyzing at least ttie fir 
value (col 9, In 15-17); analyzing at least the second comparison dataset to obtain a secor 
least the first comparison dataset based on the first correlation value (cd 58. In 1-5); and * 
based on the second correlation value (col 58, In 1-5). 


xf of claim 21 as applied above. Rhoads further discloses wherein said analyzing at least 
I the first measurements according to the chronological order in which said measurements 
. 5 v^eighted more heavily than an older measurement (col 58, In 1-5), and said analyzing at 
least the second comparison dataset compnses vi/eighling the second measurements according to the chronological order in which said 
measurements were obtained such that a newer measurement is weighted more heavily than an older measurement (col 58, In 1-5). 

Regarding claim 23, Rhoads discloses the method of claim 21 as applied above. Rhoads further discloses wherein said analyzing at least 
the lirst comparison dataset to obtain the first correlation value further includes analyzing the first lest dataset in combination with the first 
companson dataset (col 9, In 31-33), and said analyzing at least the second comparison dataset to obtain the second corrciation value 
further includes analyzing the second test dataset in combination with the second comparison dataset (col 9, In 31-33). 

Regarding claim 24, Rhoads discloses a method of authentication as applied above. Rhoads further discloses the method comprising: 
obtaining from a user a pfurality ol first measurennenls of a first biometric parameter (col 12, In 53-57; col 64, In 63-67), wherein at least 
some of the first measurements are obtained at different limes (col 1 1 . Inl -8); obtaining from the user a plurality of second measurements 
of a second biometric parameter (col 12, In 53-57; col 64, In 63-67), wherein at least some of the second measurements are obtained at 
different tirrws (col 1 1 , In 1 -8); combining the first and second plurality of measurements Into a composite dataset in which measurements 
obtained during a later timeframe are afforded greater weight than measurements obtained during an earlier timeframe (col 58, In 1-5); 
obtaining a lirst test measurement of the lirst biometric parameter (col 7, In 1-6; col 64, In 63-67); obtaining a second test measurement of 
the second biometric parameter (col 7, In 1-6; col 64, In 63-67); comparing the first and second test measurements with the composite 
dataset; and providing a confidence level of user authentication based on the comparison of the first and second lest measurements with 
the composite dataset (col 8, In 59 to col 9, In 7; col 23, In 7-12, 34-38). 

Regarding claim 25, Rhoads discloses the method ol claim 24 as applied above. Rhoads further discloses further comprising 
supplementing the plurality of first measurements with the first test measurement and supplementing the plurality of second measurements 
with the second test measurement if the confidence level is above a threshold value (col 23, In 34-38; col 35, In 54-60; col 40, In 31-36). 

Regarding claim 26, Rhoads discloses the method of claim 24 as applied above. Rhoads lurther discloses wherein statistical analysis of 
the plurality ol first rneasurements yields a lirst value and statistical analysis ol the plurality ol second measurements yields a second valuE 
that is smaller than the first value (col 14, In 9-12; col 39, In 59-64), and wherein comparing the first and second test measurements with 
the composite dataset comprises combining the first and second test measurements into a composite test dataset in which the lirst test 

Regarding claim 27, Rhoads discloses a method lor authenticating a user (col 19, In 20-22), the method comprising; obtaining from the 
user a first measurement of a lirst biometric parameter (cd 12, In 53-57; col 64, In 63-67) and a lirst measurement of a second biometric 
parameter (col 12, In 53-57; col 64, In 63-67) - ' ------ ■- - ...u.„.. ...^ ^„ „.„,.. ^,h„„„, 


„„ „ „ parameter (col 10, In 41); obtaining from the user a second measurement of the first biometric parameter (col 

12, In 53-57; col 64, In 63-67) and a second measurement of the second biometric parameter (col 12, In 53-57; col 64, In 63-67) within a 

paramet^ a'ml'a third measurenwlt of the second biometric parameter (col 1 2, In 53-57; col 64, In 63-67) within a third period of lime that 
is subsequent to the second period of time (col 1 1, In 1-8); comparing the third measurements wilh a weighted combination of the first 
measurements and second measurements (col 13, In 15-19), wherein the second measurements are more heavily weighted than the first 
measurements (col 58, In 1-5); and providing a confidence level of user authentication, wherein me confidence level is tos^ ori 

9, ln'7; co^23, In 7-12, 34-38). 

Regarding claim 28, Rhoads 


Regarding claim 34, Rhoads discloses the method of claim 32 as applied above. Rhoads lunher discloses wherein the third measuremi 
of the lirst biometric parameter is weighted according to a degree of agreement between the first and second measurements of the first 
biometric parameter (col 13, In 15-19). 

Regarding claim 35, Rhoads discloses the method of claim 32 as applied above. Rhoads further discloses wherein the first biometric 
parameter is more likely to uniquely identify an individual than is the second biometric parameter, and uirherein the first, secoiid, and thin 

biometric parameter, respectively (col 58, In 1-5). 
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Regarding claim 36, Rhoads discloses the method ol claim 27 as applied above. Rhoads further discloses wherein each of the lirsi 
biometric parameter and second biometric parameter is selected from the group consisting ol fingerprints, facial scans, retinal scans, iris 
scans, voice signatures, cardiac cycle signatures, and vein thermal profiles (col 34, In 27; col 64, In 60-67; col 69, In 37-38). 

Regarding claim 37, Rhoads discloses a system lor authenticating a user (col 19, In 20-22), the system comprising: a first device 
configured to obtain one or more measurements of a first biometric parameter (col 12. In 53-57; col 64, In 63-67); a second device 

In 53^57, col 64, In 63-67); one or more storage devices conligured to store (col 19, In 35): a lirst measurement ol the first^'biometric 
parameter and a first measurement of the second biometric parameter that are obtained writhin a first time period (col 1 1 , In 1 -8; col 12, In 
53-57; col 64, In 63-67); and a second measurement ol the first biometric parameter and a second measurement of the second biometric 
parameter that are obtained within a second time period subsequent to the lirst time period (col 11, In 1-8; col 12, In 53-57; col 64, In 63- 
67); and one or more processors (col 19, In 9) configured to: combine the first measurements and the second measurements into a 
weighted combination (col 13, In 15-19), with the second measuremenis being weighted grealer than the first measurements (col 58, In 1- 
5); compare a third measuremeni of the first biometric parameter obtained via the lirst device within a third period of time and a third 
id via the second device within the third period of time with the weighted 
:urements (col 13, In 15-19), wherein the third period of time is subsequent to the 
idence level ol user aulhenlicalion, wherein the confidence level is based on the 
ond measurements (col 8, In 59 to col 9, In 7; col 23, In 7-12, 34-38). 

;T Article 33(3) as being obvious over Rhoads in view of US 7,1 13,616 B2 to Ito et 


im 27 as applied atxjve. Rhoads further discloses further comprising if the 
confidence level is above a threshold value (col 23, In 34-38; col 40, In 31-36). However, Rhoads does not explicitly disclose updating a 
template based on the third measuremenis it the conlidence level is above a threshold value. However, Ito does disclose lurther 
comprising updating a template based on the third measurements if the confidence level is above a threshold value (col 8, In 64 to col 9, In 
11). II would have tjeen obvious to one having ordinary skill in the art to add llo's disclosure ol updating a template based on the third 
measurements il the conlidence level is above a Ihreshold value to Rhoads' disclosure ol the method ol claim 27 lurther comprising if the 
conlidence level is above a threshold value to provide Ihe method with positive feedback. 

Regarding claim 30, Rhoads and Ito teach the method ol claim 29 as applied atjove. Rhoads lurther discloses lurther comprising: 
obtaining a lourth measurement of the first biometric parameter and a fourth measurement of the second biometric parameter (col 12, In 
53-57; col 64, In 63-67) within a fourth period of time (col 1 1 , In 1 -8); and comparing Ihe fourth measurements with a weighted combination 
of at least Ihe second measurements and the third measurements (col 13, In 15-19), wherein the third measurements are more heavily 
weighted than the second measurements (col 58, In 1-5). 

Regarding claim 31 , Rhoads and Ito teach the melfiod ol claim 30 as applied atwve. Rhoads lurther discloses wherein the lourth 
measurements are compared with a weighted combination ol the lirst measurements, the second measuremenis, and Ihe third 
measurements (col 13, In 15-19), wherein the third measurements are more heavily weighted than Ihe second measuremenis and Ihe 
second measurements are more heavily weighted than the lirst measurements (col 58, In 1-5). 

Regarding claim 45, Rhoads discloses a method of authentication (col 19, In 20-22), the method comprising: comprising a lirst set ol 
inlormalion regarding a lirst biometric parameter (col 12, In 53-57; col 64, In 63-67) and a second set ol information regarding a second 
biometric parameter (col 1 2, In 53-57; col 64, In 63-67); authenticating a user one or more limes (col 1 9, In 20-22); altering a first fusion 
parameter regarding the lirst set of information as a result ol authenticating the user one or more times (cd 93, In 22-43); altering a second 
lusion parameter regarding the second sel ol information as a result of authenticating Ihe user one or more times (col 93, In 22-43); 
obtaining a third sel ol inlormatksn regarding the first biometric parameter (col 12, In 53-57; col 64, In 63-67); obtaining a lourth set of 
information regarding the second biometric parameter (col 12, In 53-57; col 64, In 63-67); comparing the third and fourth sets of information 
with a weighted version, wherein the lirst set ol information is weighted according to the first fusion parameter and the second set of 
infornmlion is weighted according to the second lusion parameter in the weighted (col 13, In 15-19); and providing a confidence level ol 
user authenlfcation based on said comparing of Ihe third and fourth sets of infomnation with the weighted version of the template (col 8, In 
59 to col 9, In 7; col 23, In 7-12, 34-38). However, Rhoads does not explicitly disclose providing a template comprising a first sel of 
iniormaton regarding a lirst biometric parameter and a second sel of information regarding a second biometric parameter. However, Ito 
does disclose providing a template comprising a first set of information regarding a first biometric parameter and a second sel of 
information regarding a second biometric parameter (col 8, In 64 to col 9, In 1 1). It would have been obvious to one having ordinary skill in 
the art to add Ito's disclosure of providing a template comprising a lirst sel of information regarding a first blcwnelric parameter and a 
second set ol information regarding a second biometric parameter to Rhoads' disclosure of a method of authentication, the method 
compnsing: comprising a first set of information regarding a first biometric paranwter and a second set of information regarding a second 
biometric parameter; authenticating a user one or more times; altering a first fusion parameter regarding the first sel of information as a 
result of authenticaling the user one or more times; altering a second fusion parameter regarding the second sel of information as a result 
of authenticating Ihe user one or more times; obtaining a third set of information regarding the first biometric parameter; obtaining a fourth 
sel of information regarding the second biometric parameter; comparing the third and lourth sets of information with a weighted version, 
wherein Ihe lirst set of information is weighted according to the first fusion parameter and the second sel of information is weighted 
according to the second lusion parameter in the weighted; and providing a conlidence level of user authentication based on said 
comparing of the third and fourth sets of information with the weighted version of Ihe template to provide a predeveloped lomiat lor 
comparing the sets of information. 
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1 case Ihe space in any of the preceding bi 
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n No. V.2. Citations and explanations: 

sgarding claim 46, Rhoads and llo teach the method of claim 45 a$ applied above. Rhoads further discloses further comprising altering 
3 lirst fusion parameter based on the third set of information and altering the second fusion parameter based on the fourth S6 ' ■ 
ormation il the confidence level is sufficient to identify Ihe test subject as the user (col 93, In 22-43). 

!garding claim 47, Rhoads discloses a method of authenticating a user (col 19, In 20-22), the method comprising: a plurality < 
;asurements obtained from a user, the plurality of first measurements being ol a first biometric parameter (coi 12, In 53-57- c 
67), obtaining a test measurement ol the first biometric parameter (col 7, In 1 -6; col 64, In 63-67); comparing the test measuren 
first biometric parameter with the template to obtain a confidence level ol user authentication (col 8, ' " ' 
36); granting Ihe user access to a lirst restricted destination 11 the conlktence level is above a lirst threshold v£ 
In 54-60, col 40 In j31-36): and denying the user access to a second restricted destination if Ihe confidence lev=, u„,vv. a 
Uireshold value (col 23 In 34-38; col 35, In 54-60; col 40, In 31-36). However, Rhoads does not explicitly disclose providing a template 
However, Ito does disclose providing a template (col 8, In 64 to col 9, In 1 1 ). It would have been obvious to one having ordinary skill in 
to Rhoads' dl'-i"- < — ••— 


"l ' -f " ^ oisciosure oi providing a template to Hhoads' disclosure ol a method ol authenticating a user, the method comprising' 
plurality ol lirsi measurements obtained Irom a user, the plurality ol lirst measurements being ol a lirst biometric oarameter: obtaining. 


- , comparing the . _< .i— ■. . "9 

conlidence level ol user authentication; granting the use 
shold value; and denying the user access to a second re 
provide a predeveloped format lor comparing the sets ol 


Regarding claim 48, Rhoads and Ito teach th 


ol 35, In 54-60; col 40, In 31-36). 


. Rhoads further disctoses further comprising granting 
the second threshold value (col 23, In 34-38; col 35, Ir 
if Ihe confidence fevef is tjelow a third threshold va ' 


Regarding claim 49, Rhoads and Ito teach Ihe method ol claim 47 as applied ; 

'■■'«'"' comprises a pturality ol second measurements obtained Irom the user „...„.., „, ^ 

' ' 2, In 53-57; col 64, In 63-67), and wherein the method lurther comprises; 
(col 7, In 1-6; col 64, In 63-67); and comparing the test measurement ol 
nlidence level ol user authentication (col 8, In 59 to col 9, In 7; col 23, Ir 

Regarding claim 50, Rhoads and Ito teach the t 
destination comprises one of a secured physicc 
(cof 35, In 54-60). 


i under PCT Article 33(3) as being obvious over Rhoads in view of US 2006/01 71 571 A1 to 

nethod ol claim 32 as applied above. Rhoads lurther discloses wherein weighting ol the th 
, ^ - IS further based on Ihe lirst value and weighting ol Ihe third measurement ol the second 

further based on the second value (col 13, fn 15-19). However, Rhoads does not expficitly disclose lurther 


Of more quality m 


i„hti„„„(,h„.t, ' . , u ,■ °' 'ne second biometnc parameter with a second value, wherein 

lighting of the third measurement ol the lirst biometric parameter is lurther based on Ihe lirst value and weighting ol the third 

>res"entog"one ofr^re'^uaM^^ ^^^^^ °"f'{!f disclose lurther comprisiti 

more quality metrics ol the third measurement of the second biometric parameter with a second value, wherein werghlingoHh"eilhird' 
asurement ol the lirst biometnc parameter is lurther based on the lirst value and weighting ol Ihe third measurement ol the second 
Z rh=n'f T'?' '"rtfier based on the second value (para [0022]). It would have been obvious to one having ordinary skill in the , 
Jdd Ohan s disclosure ol lurther compnsing: representing one or more quality nrolrics ol the third measurement of the lirst biometric 
ameter with a lirst value; and representing one or more quality metrics of the third measurement of the second biometric parameter \ 
Zinn ofilf^ th>H ^r'^"""^,"','!!? ^^"f^'^^"' 'he lirst biometric parameter is further based on the lirst value and 
h?^ ^. .il wasuremen ol the second btonnelnc parameter is lurther based on the second value to Rhoads' disclosure ol the 

mod 01 Claim J2 wrierein weighting ol the third measurement of the first biometric parameter is further based on the lirst value and 
L«^n"!if ii;^^!!!'^'^"' °* ""^ ""T^" "'"T'"'' parameter is lurther based on the secoiKl value to dynamically adjust the 
itive values involved m the companng and the weighting ol the measurements. 
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Regarding claim 38, Rhoads discloses a method o( authenticating a test subject as a user (col 19, In 20-22), the method comprisi„a 
providing a confidence level regarding whether the test subject is the user, wherein the conlidence level is based on said comparing of the 
weighted combination of the template with the first and second sets of information (col 8, In 59 to col 9, In 7; col 23, In 7-12, 34-38), a lirsi 
biometric parameter (col 12, In 53-57; col 64, In 63-67) and information regarding a second biometric parameter (col 12, In 53-57; col 64, Ir 
63-67), obtaining a first set of Information from the lest subject regarding the first biometric parameter (col 12, In 53-57; col 64, In '63-67); 
obtaining a second set of infonnation from the test subject regarding the second biometric parameter (col 12, In 53-57; col 64, In 63-67); 
comparing the template with a weighted combination of the first set of information and the second set of information, wherein the we' ' ' 
of the first set of information is based on the first score and the weighting of the second set of information is based on the second sc 
(col 8, In 59 to col 9, In 7; col 23, In 7-12, 34-38). However, Rhoads does not explicitly disclose associating a first score with the firsi 
information based on one or more quality metrics of the first set of infomiallon; associating a second score with the second set ol 
information based on one or more quality metrics ol the second sol ol infonnation. However, Chan does disclose associaUng a first score 
with the first set of information based on one or more quality metrics of the first set of information (para [0022]); associating a second sco 
with the second set of information based on one or more quality metrics of lha second set ol information (para [0022]). It would have bei 
obvious to one having ordinary skill in the art to add Chan's disclosure of associating a first score with the first set ol information based or 
one or more quality metrics ol the first set of information; associating a second score with the second set of information based on one or 
more quaBty metrics ol the second set ol information to Rhoads' disclosure of a method ol authenticating a lest subject as a user, the 
method comprising: and providing a conlidence level regarding whether the test subject is the user, wherein the confidence level is basec 
on said comparing of the weighted combination of the template with the lirsI and second sets ol intormation, a lirsI biomelric parameter 
— ilormation regarding a second biometric parameter, obtaining a lirst set of information from the test subject regarding the first 

:tric parameter; obtaining a second set of information Irom the lest subject regarding the second biometric parameter; comparing the 
ale with a weighted combination ol the lirst set ol inlomiation and the second set ol information, wherein the weighting of the first set 
imiation is based on the lirst score and the weighting ol the second set ol intormation is based on the second score to lor example 
lically adjust the weighting combination to provide a more accurate authentication of a test subject. 

ding claim 39, Rhoads and Chan teach the method of claim 38 as applied above. Rhoads further di; 
ng the template based on the first and second sets of information if the confidence level is above a Ih 

ding claim 40, Rhoads and Chan teach the 


n 41 , Rhoads and Chan teach the method of claim 38 as applied above. Rhoads further discloses wherein the weig 
ilonnation is turther based on the capacity ol the lirst biometric parameter to uniquely identity an individual and the 
'^second^set ol inlomialion is further based on the capacity of the second biometric parameter to uniquely identify ai 

1 42, Rhoads and Chan teach the method of claim 38 as applied above. Rhoads further discfoses wherein the first score is 
substantially different from the second score (col 11, In 1-8) such I 
«t of intormation (col 58, In 1-5), 

Regarding claim 43, Rhoads and Chan teach the method ot daim 
sulliciently ditlerent Irom the second score (col 1 1 , In 1 -8) such th; 
" (COI58, In 1-5). 

;laim 44, Rhoads and Chan teach the method of claim 38 as applied above. Rhoads further discloses wherein the one or rr 
quality metrics of the first set of infomnation and the one or more quality metrics of the second set of information are selected from the 
group consisting of the level of completeness of a set of information, the signal-lo-noise ratio of a set of infomiation, the presence ol 
-'isqualilying features in a set of infomiation, and the conformance of a set of infomiation to an expected signature profile (col 8, In 4). 

laims 1 -50 have industrial applicability as defined by PCT Article 33(4) because the subject matter can be made or used in industry. 
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